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Wednesday, April 15, 2009

DELIVERY BY FAX 410 576 6566

Hugh Williams

Administrator, Identity Theft Program

Office of the Attorney General for Maryland

200 St. Paul Place

Baltimore, MD ' ’

Dear Mr. Williams,

This is a more complete report filed pursuant to Maryland Commercial Law §14-3504,

As I reported to you last Friday, April 10", on or about Saturday, March 28", a Lenovo
ThinkPad laptop computer, mode! 7658-RUU, was stolen from the IT office of The Washington
Examiner at the Versar Center in Springfield, Virginia. The computer was assigned to the
Human Resources Department. Fairfax County Police were called at once and a police report has
been filed, though we have not yet seen a copy. In spite of the requirements of the Virginia
Freedom of Information Act requirements, we cannot easily get a copy of that report due to the
Fairfax County Police Department’s “policy.” if we can see it at all.

Examiner staff spent last week trying to determine the extent of or if there are employee
databases that on that computer. We think not. While there was no Examiner HR database on
the computer stolen, there may have been copies of offer letters or other miscellaneous HR
correspondence. That would mean that several hundred names and addresses may be exposed,
but there is no customarily vulnerable information like birth dates, social security number or
financial account humbers. Even so, Publisher Michael Phelps wanted to take the safest course
of action. Thus we have alerted you and Examiner employees of this theft, as follows:

Immediate notice was sent to all current employees by e-mail last Friday afternoon, April
10", This is the company’s customary way of communicating with employees. That message is
attached, We are in the process of sending mailed notice to past employees and that message is
also attached, The letters provide information about identify theft assistance from your office
and by the Federal Trade Commission. For current employees, we provided a contact name and
phone numbser for the Examiner’s Employee Assistance Office,

Several policy changes are under consideration. Since this was a weekend theft, the
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Examiner is considering restricting weekend employee access to one door. The current policy to
use password protection on all computers and that will be reiterated to all employees. Finally,
the Examiner is considering how to keep laptops secure without bampering their convenient and
frequent use.

If you have any further advice or need more information, please contact me.
Very truly yours,

Frain

With attachments :
Ce: Michael Phelps ' :

President and Publisher, The Washington Examiner
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A WASHINGT O N
washmgton examiner.com

Examiner Colleagues:

We discovered, Monday, March 30, that a laptop computer was missing from the Examiner IT
Department at the Versar Center. There may be some employee personal information on this
computer. [ wanted to take the safest course and alert you to this situation so that you might, if
you wish, take identity-theft protection measures.

Because tlus appears to be a simple theft of equipment, we believe there was probably no
motive to commit identity theft crimes. Nonetheless, we have reported the matter to the Fairfax
County Police.

The Offices of the Attorneys General for all jurisdictions have very good web sites directing
ways to protect you from possible identity theft. We recommend that you read the applicable
information and follow their instructions, “just in case.” -

For the District of Columbia, see dc.gov and enter “identity theft” or go directly to
hitp://www.onguardonline.gov/topics/identity-theft.aspx.

For Maryland, e-mail to idtheft@oag.state.md.us for assistance or see the Attorney General’

web site at http:/ /www. .08g.s state.md.us/idtheft/ index.htm.
For Virginia, consult the web site http:/ /www.oag.state va.us/ and look for Consumer

Assistance or use this link: http:/ [www.vaag.com/FAQs/FAQ IDTheft.html.

. The Federal Trade Commission has valuable information at
http:/ /www.fte.sov edu/ microsites/idtheft

Finally, if you need further assistance, please contact the Employee Assmtance Program at 800-
538-3543. We're sorry for any inconvenience this may cause.

Sincerely,

Michael Phelps

Chief Executive Officer

President & Publisher

The Washington Examiner

1015 15th Street, NW

Washington, DC 20005
202-459-4930; 703-738-0607 (fax)
mphelps@washingtonexaminer.com
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Dear Former Examiner Colleagues:

We discovered, Monday, March 30, that a laptop computer was missing from the Examiner IT
Department at the Versar Center. Thete may be some employee personal information on this
computer. I wanted to take the safest course and alert you to this situation so that you might, if
you wish, take identity-theft protection measures.

Because this appears to be a simple theft of equipment, we believe there was probably no ' N
motive to commit identity theft crimes. Nonetheless, we have reported the matter to the Fairfax
County Police.

 The Offices of the Attorneys General for all jurisdictions have very good web sites directing
ways to protect you from possible identity theft. We recommend that you read the applicable
information and follow their instructions, “just in case.”

For the District of Columbia, see dc.gov and enter “identity theft” or go directly to

hitp:/ /www.onguardonlin e.gov/topics/ identity-theft.aspx.

For Maryland, e-mail to idtheft@oag,state.md,us for assistance or see the Attorney General's
web site at http:/ / www.oag.state.md.us/idtheft/index.htm.

For Virginia, consult the web site hitp:/ [www.oag.state va.ug/ and look for Consumer
Assistance or use this link: http://www.vaag.com/FAQs/FAQ IDTheft hitmi.

The Federal Trade Cqmmission has valuable information at
http://www.ftc.gov/bep/edu/ microsites/idtheft/ /.

We're sorry for any inconvenience this may cause.

Sincerely,

Michael Phelps

Chief Executive Officer

President & Publisher

The Washington Examiner

1015 15th Street, NW

Washington, DC 20005

202-459-4930; 703-738-0607 (fax)
mphelps@washingtonexaminer.com
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