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MESSAGE FROM THE ATTORNEY GENERAL

Because of the prevalence of identity theft in Maryland and the terrible impact it

has on victims, I decided to conduct an Identity Theft Forum to explore solutions to this

problem.  Although there are many aspects to the issue of identity theft, the focus of the

forum was state legislative measures that are needed in order to ensure the privacy and

security of the personal information of Maryland residents, and to help Marylanders

protect themselves from identity theft.  Among the topics considered in the forum were

“security freeze” laws that allow consumers more control over their credit reports and

security breach notification laws that provide for notification to customers when the

customers’ personal data has been accessed improperly.  I also asked the participants to

discuss other measures that should be considered.

I applaud the Maryland General Assembly for creating an Identity Theft Task

Force to study measures that can be taken to address the problem of identity theft, and my

office is a member of that Task Force.  However, the report of the Task Force is not due

before December 31, 2006, and action on any recommendations could not take place

before the General Assembly’s 2007 session.  Accordingly, I convened this Forum

because I believe that the growing problem of identity theft requires that Maryland take

steps now to protect consumers with legislative measures that already have been tested in

other states.

I invited identity theft victims, consumer advocates, privacy experts, business

representatives, and legislators to participate because I wanted to hear from as many

different perspectives as possible.  I found the participants’ contributions very helpful,

and I am issuing this report with the hope that it will help to direct attention to this

important issue and to advance efforts to address this significant problem.  

J. JOSEPH CURRAN, JR.
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INTRODUCTION

When the Federal Trade Commission (FTC) began keeping specific statistics on

identity theft in 2000, the number of complaints it received from identity theft victims

was  31,000.  Last year, that number had grown to over 250,000.   As disturbing as these1

numbers are, they are an underestimate of the identity theft problem since they only

count complaints received by the FTC.  Although estimates of the number of identity

theft victims vary, one of the most thorough recent reports estimated that the number of

identity theft victims last year was 9.3 million, and the amount of the thefts was $52.6

billion.2

Over the last year, the related  problem of security breaches also has become a

major issue.  Beginning in early 2005, the many instances of massive data security

breaches have made consumers across the country aware of the importance of data

security, and how a security breach can threaten the privacy of their personal

information.  According to the Privacy Rights Clearinghouse, these data breaches have

affected as many as 50 million people.3

Although this is a national problem, identity theft is an especially significant

problem here in Maryland.  In the most recent FTC study, Maryland ranked 11  amongth

the 50 states in the number of identify theft victims as a percent of its population.  4

Maryland consumers also have been affected by recent security breaches.  In fact, 2,750

Maryland consumers were affected by just one of the breaches, when thieves improperly

accessed information held by ChoicePoint, a large data broker.5

In the 2006 session, the General Assembly has the opportunity to continue its

efforts to address the issue of identity theft.  In the last session, several pieces of

legislation were enacted that will help Maryland consumers avoid and recover from

identity theft.  One bill provided for greater privacy protections for Marylanders’ social

security numbers.   Another bill required a local law enforcement agency, after being6

contacted by a person who knows or reasonably suspects that the person is a victim of

identity fraud, to prepare and file a report of the alleged identity fraud and provide a copy

of the report to the victim.   And another bill established a task force to study problems7

associated with identity theft in Maryland and privacy laws in other states.   These bills8

represent significant progress.  However, more can be done to help Marylanders.  Among

other topics, this forum considered two promising legislative approaches to helping

consumers: (1) security freeze legislation and (2) security breach notification legislation. 
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FORUM  PARTICIPANTS

Forum Moderator:  J. Joseph Curran, Jr.
Attorney General of Maryland

The Honorable Susan C. Lee
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Maryland General Assembly
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Darrin E. Brown
State Director for Advocacy
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Citi Credit Cards
Citigroup
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J.S. Edwards LTD

Carla Stone Witzel, Esq.
Counsel to the Maryland Bankers Association 
Partner, Gordon, Feinblatt, Rothman,
Hoffberger & Hollander, LLC

In addition to the participants listed above, the following invitees who were unable to
attend submitted written remarks:

Angela Butler         Chris Jay Hoofnagle
Identity Theft Victim         Senior Counsel

        Electronic Privacy Information Center
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IMPACT OF IDENTITY THEFT ON VICTIMS

Background

The burden of identity theft on victims is considerable.   Dealing with the9

consequences of identity theft is a time-consuming and often frustrating process for

victims.  A study by the FTC indicated that the average victim spends 30 hours resolving

problems related to identity theft.   Victims also spend an average of $500 during the10

process of correcting problems caused by identity thieves.   In order to understand the11

real world problems that consumers face, the Attorney General invited victims of identity

theft to relate their stories about their experiences.  In addition, victim advocates were

invited to tell about their work in helping victims recover from identity theft.

Participant Comments

Maryland resident Sharon Stone began to suspect that she had been a victim of

identity theft when she received a phone call in 1999 from a store asking if she had

opened a credit card account.  She informed the store that she knew nothing about the

account.  Since she was concerned by this call, she started to monitor her accounts and

credit reports.  Not long afterwards, she began seeing new credit that had been extended

– purportedly to her – that was fraudulent.  The identity thief apparently had been able to

obtain her name, date of birth, and social security number, and was using the information

to open new accounts.  Ms. Stone contacted local police and the credit reporting agencies

about this identity theft.  However, she continues to see information reappear on her

credit reports related to the fraudulent accounts that she thought had been removed.  The

total for these accounts is $10,000 and is still growing.  

Ms. Stone noted that one particularly frustrating part of her experience has been

the difficulty she now has in trying to rent apartments.  Since 1999, when Ms. Stone

applies for apartments, she faces difficulty when the landlord runs a credit check.  When

the landlord reviews her credit report, it often shows the fraudulent items caused by the

identity theft.  As a result, most landlords reject her rental applications, and she has had a

very difficult time trying to find a place to live. 

 Andrea Murphy spoke on behalf of her son, Andre, who discovered someone had

stolen his identity.  In 2002, when Andre was 18 years old, he applied for a job at the

U.S. Department of Justice.  During the background check, which included an

examination of Andre’s credit history, it was discovered that an identity thief had created

$45,000 in debts in Andre’s name, including the purchase of a $25,000 car.  Ms. Murphy

spent many hours and took time off from her job to look into these debts.  She reported
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the identity theft to local law enforcement personnel and to the credit reporting agencies. 

Eventually, she discovered that the identity thief was a 43-year-old Baltimore man who

worked for the Social Security Administration, and who had been using Andre’s name

and social security number to obtain credit since Andre was 16 years old.  The man was

caught and prosecuted, but received only probation.  As part of the case, the man was

required to write a letter stating that he was the person who had used Andre’s name and

created the debts that appeared on Andre’s credit report.  However, Andre still receives

letters from collection agencies related to these debts.         

Another identity theft victim, Julie Butler, who was unable to attend the forum,

submitted written remarks.  In 2003, Ms. Butler’s purse was stolen.  Among the items in

the purse were her driver’s license and her paycheck that listed her social security

number.  Two weeks later, Ms. Butler received a bill for a recently-opened cellular

phone account that she knew nothing about.  Because of this, she obtained copies of her

credit reports, which indicated there were numerous credit inquiries made by businesses

related to the opening of new accounts.  In the course of contacting the businesses that

had made the inquiries, she discovered that, among other purchases, the identity thief had

bought two new trucks in Ms. Butler’s name and opened accounts in seven different

Maryland counties.  Although she contacted the police departments in most of these

counties, the only department that was responsive was Baltimore County.  Ultimately,

Ms. Butler discovered that the identity thief was a 16-year-old girl who was part of a

criminal gang.  At one point, several members of the gang, including the girl that had

posed as Ms. Butler, were apprehended on an unrelated charge.  However, when the girl

produced Ms. Butler’s license, which had no criminal record connected with it, she was

released.  This girl still has Ms. Butler’s information, and remains at-large.

Ms. Butler indicated several things that she found most frustrating.  First, she was

concerned that most of the police departments that she contacted about the theft were not

responsive.  Second, she had difficulties with the Motor Vehicles Administration (MVA)

in connection with a fraud alert on her driver’s license.  Even though she had placed a

fraud alert on her license, the MVA had changed Ms. Butler’s address to the false

address used by the identity thief when she purchased one of the trucks.  Ms. Butler also

received a notice of suspension of registration privileges due to the use of the false

address.  

Sonya Smith-Valentine, an attorney with the Valentine Legal Group whose

practice includes assisting victims of identity theft, mentioned several issues that she

sees regularly in her clients’ cases.  First, losing money is not the only threat from

identity theft.  Her clients often become aware of the occurrence of identity theft when

they are turned down for a job or when their application to rent an apartment is rejected,
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such as the case of Ms. Stone.  Ms. Smith-Valentine also mentioned that one great

source of frustration is dealing with fraudulent items on credit reports again and again. 

The appearance of previously-deleted fraudulent items is sometimes referred to as

"repollution" of the credit report.  She says that most of her clients do all the right things

when they discover the identity theft – i.e., reporting the theft to the credit reporting

companies, the police, and the companies that issued the credit.  However, the items

keep  reappearing on the victims’ credit reports. 

Nicole Robinson, the regional representative of the Identity Theft Resource

Center, a national nonprofit organization that helps victims of identity theft, agreed with

Ms. Smith-Valentine that there is a significant problem with repollution of credit reports. 

She mentioned that one source of the problem is the selling of debts.  Although an

original creditor may be aware that a debt is connected to identity theft, when the debt is

sold to another business, it may be re-reported as a bad debt by a new creditor when

placed for collection.  Ms. Robinson also mentioned that identity thieves cause problems

for victims in more ways than just putting fraudulent items on their credit reports.  Some

of the impacts on victims are less obvious.  For example, Ms. Robinson, who is also an

identity theft victim, said that in her case, she is seeing negative information appear on

her credit report that is based, not on items fraudulently purchased by her identity thief,

but on her identity thief’s poor credit record.  Her identity thief’s bad credit history is

being channeled onto Ms. Robinson’s credit report.

Maryland Delegate Doyle Neimann, who is an Assistant State's Attorney for

Prince George's County, mentioned another problem that victims experience.  When a

criminal is charged, often aliases and AKAs are listed, which are entered into databases. 

This could cause problems for identity theft victims if one of the identity thief’s AKAs is

the name of the victim.  If someone does a criminal record check of the victim, it might

appear that the victim has a criminal record, when, in fact, the entry in the database

refers to the identity thief. 

Maryland Delegate Susan Lee noted that several laws have been enacted already

that will help Ms. Stone and Mr. Murphy.  For example, she cited recently-enacted bills

in the General Assembly that assist identity theft victims in filing police reports and that

clarify criminal jurisdictional issues in cases where the incidents in an identity theft case

occur in more than one jurisdiction.  She also mentioned changes in the federal Fair

Credit Reporting Act that provide more help to identity theft victims. 

Evan Hendricks, the editor of  Privacy Times and author of Credit Scores and

Credit Reports, called attention to the human cost of identity theft.  He noted that some

people ask what the cost of identity theft is to consumers when the costs are often borne
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by the credit card industry or by retailers.  In fact, there are costs, as is highlighted by the

testimony of Ms. Stone and Ms. Murphy: not getting an apartment, not getting a job, or

not getting a loan you need.  This is in addition to all the time, effort, and opportunity

costs spent in correcting fraudulent credit information on victims’ credit histories.

Mr. Hendricks said the testimony by the victims shows that the credit report is at

the epicenter of identity theft.  When the identity thief tries to get new credit, the credit

report enables the crime.  And afterwards, the credit report becomes the main source of

damage to the victim.    

Darrin Brown, the State Director for Advocacy for the AARP Maryland Office,

stated that seniors are disproportionately represented among identity theft victims, and

AARP is trying to do as much education among its membership as it can.  These efforts

are especially important now because of implementation of Medicare Part D, the

prescription drug benefit.  There are many things that are helpful to seniors in Medicare

Part D.  But at the same time, the implementation provides many opportunities for

identity thieves to attempt to obtain personal information from seniors.  For example,

identity thieves are calling seniors purportedly to assist them in enrolling in Part D, but

are actually trying to obtain their names and account numbers.   
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DISCUSSION OF SECURITY FREEZE LEGISLATION

Background

Although current federal law provides some tools to help victims deal with the

consequences of identity theft, they do not prevent identity fraud from occurring or

recurring.   In an effort to provide consumers with a more effective tool in preventing12

identity theft, twelve states have enacted laws that allow consumers to place “security

freezes” on their credit reports.   A major goal of a security freeze is to stop “new13

account fraud.”  It is common for identity thieves to open new accounts using their

victims’ names and information.  When there is no payment on these accounts, the

creditors pursue the victims, whose credit is often ruined.  New account fraud costs

consumers and businesses significantly more money than identity fraud on existing

accounts.   In addition, victims spend more than four times longer resolving problems14

related to new account fraud than fraud related to existing accounts.   15

    

A security freeze gives consumers the right to prevent credit reporting agencies

from making their credit reports available to creditors for the purpose of issuing new

credit.  The freeze prevents access to the report, except for circumstances such as when a

business reviews an existing account or when the consumer gives express permission for

the release of the report.  If an individual's credit file is frozen and an identity thief

applies for credit in that individual's name, a creditor almost certainly would deny the

application, preventing an instance of identity theft.  The laws allow consumers to

“unfreeze” the credit report when the consumer wants to apply for new credit. 

Participant Comments

Edmund Mierzwinski, a National Consumer Advocate for MaryPirg, stated that

the best defense against identity theft is to control access to your own credit report.  He

said that most types of new account fraud would be preventable if consumers had the

ability to freeze access to their credit files.  Businesses will not open a new account if

they can’t do a credit check on the potential borrower.  The benefit of a security freeze is

that it allows consumers to prevent identity theft instead of just helping consumers after

they have been victimized.  Mr. Mierzwinski also mentioned that PIRG recently released

a new version of its model security freeze legislation. 

 

Delegate Neil Quinter said that it should be remembered that no one is arguing

that a security freeze is appropriate for everyone in all circumstances.  For some

consumers, a security freeze might actually cause more difficulties than it is worth. 

However, for at-risk consumers and some others, it would be extremely helpful.
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One issue that was raised was the possibility that the security freeze process might

confuse and frustrate consumers.  Edward Steinberg, the owner of the clothing retail

store J.S. Edwards LTD, said that he recognized that the protection provided by a

security freeze would be very helpful to consumers, and would be a very good tool to

avoid some types of identity fraud.  However, he also indicated that many consumers

probably would be confused about how a security freeze would work.  For example, an

unsophisticated consumer, who has a security freeze, and a salesperson might spend a

significant amount of time before the consumer finally decides to purchase an item. 

Then, if the consumer tries to open a new account to purchase the item, both the

consumer and salesperson would realize that the account could not be opened

immediately.  Consumers who have become accustomed to instant credit would be

frustrated and the salesperson would have wasted his time. 

Brad Heavner, the State Director of MaryPIRG, responded by saying that any

confusion could be addressed by  educating consumers about the process.  He believed

that consumers who wanted to take advantage of security freezes would not have

difficulty unfreezing their credit files prior to applying for new credit.  Nicole Robinson

agreed with Mr. Heavner that the process would not cause significant difficulty since the

people most likely to take advantage of the freezes would be people who think they are

at-risk for identity theft, such as Andre Murphy and herself.  People who consider

themselves to be at-risk would likely ensure that they are familiar with the process.  Ms.

Robinson said that the good thing about a security freeze is that it can prevent identity

thieves from going on spending sprees.  In the case of Andre Murphy, and in her own

identity theft case, the identity thief is not in jail.  The thieves could still open new

accounts.  Having a security freeze would prevent that from happening.  Sonya Smith-

Valentine agreed, relating the case of one of her younger clients who, in the process of

applying for his first car loan, discovered that someone had been using his information to

obtain credit since he was six years old.  Every time he checks his credit report, the thief

has opened a new account.  Ms. Smith-Valentine says that a security freeze would help

break this cycle.    

Another issue that was brought up was whether protections in federal law that are

available to consumers already are sufficient to protect consumers.  Chantele Mack, the

Manager for Government Relations at the Consumer Data Industry Association, stated

that many of the problems encountered by identity theft victims could be addressed by

existing federal laws that allow victims to place fraud alerts on their credit files and

block fraudulent information that appears on their reports.  Educating consumers about

these laws, therefore, should be a priority.  Mr. Mierzwinski responded that, while

existing federal laws were helpful to victims, a security freeze is the only solution for

people who are not already victims.  The federal rights are after-the-fact tools.  They
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only help after a consumer becomes a victim.  A fraud alert does not prevent the

potential creditor from seeing the report, and it does not prevent the credit reporting

agency from selling or sharing the credit report.  A freeze prevents the fraud from

occurring in the first place.  Andrea Murphy mentioned that fraud alerts were not

sufficient in the case of her son.  The identity thief in her son’s case had fake

identification that, apparently, allowed him to convince businesses that the thief really

was Andre Murphy.

Another issue was whether consumers should have to pay a fee for freezing and

unfreezing their files, and if so, what the fee should be.  Chantele Mack indicated that,

although she could not state with specificity how much the compliance costs would be

for credit reporting companies, there would be substantial operational and start-up costs. 

The costs would include gearing up call centers to process consumer requests, including

hiring and training staff and processing costs.  She also indicated that other states that

have passed security freeze legislation have allowed credit reporting companies to

charge for freezing and unfreezing, such as California, which allows a charge of $10 for

freezing and $10 - $12 for unfreezing.              

In connection with the costs of the security freeze, Edmund Mierzwinski

mentioned that, in the debate over security freeze legislation in California, the credit

reporting industry claimed that consumers should be charged $50.  However, if credit

reporting companies sell credit reports to their clients for 30 to 50 cents each, he said, it

is hard to explain why credit freezing and unfreezing should cost consumers so much. 

He considers the charges allowed in some states to be price gouging.  He recommended

that, if there is any charge at all allowed, the ceiling should be $5.  He also reminded the

forum that a charge of $5 per freeze really meant $15 for the consumer since the

consumer would have to pay all three credit reporting agencies.  Brad Heavner stated

that, with modern technology, much of the freezing and unfreezing process could be

automated, reducing many processing costs to virtually nothing.  And so, he said, we

should not be talking about $10 to freeze and unfreeze, but rather $1.  

The timeframe required for freezing and unfreezing also was brought up as an

issue.  Chantele Mack indicated that, in general, states that have enacted freeze laws

have allowed credit reporting agencies five days to freeze a file and 3 days to unfreeze. 

She stated that it would be very difficult to reduce the time necessary to freeze and

unfreeze a consumers’ credit file.  In addition to the technological challenges to freezing

and unfreezing quickly, the credit reporting agencies must have sufficient time to verify

that they are freezing or “thawing” a report for the correct person and are providing it (or

denying it) to the correct person.  If the agencies don’t undertake this verification, there
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is a risk of exacerbating an already-existing fraud or in compromising the security of a

consumer’s credit data.

Brad Heavner noted that, in modern banking transactions, you can transfer your

life savings from one account to another in five minutes.  With this type of technology,

which can be used in unfreezing credit reports, three days is far too long to allow. 

Unfreezing should be a matter of minutes, not days.  Edmund Mierzwinski added that a

good model to follow would be New Jersey’s legislation that directs credit reporting

agencies to reduce the time to unfreeze a credit report to 15 minutes.  He also noted that

PIRG’s new model security freeze legislation, like New Jersey’s law, requires credit

reporting agencies to reduce the time to unfreeze accounts down to 15 minutes.  Edward

Steinberg also commented that if unfreezing the credit report could be done quickly, that

would eliminate the problems that consumers and retailers might encounter in everyday

shopping situations.  

      

Chantele Mack mentioned a problem that she saw with the effectiveness of

security freeze laws.  She said that a freeze might not be effective in many instances.  In

half of identity theft cases, the victim knows the thief.  If the thief is close to the victim,

and was able to steal the victim’s information in the first place, then the thief would be

able to obtain the victim’s security freeze PIN as well, which would allow the thief to lift

any freeze that the victim had placed on his or her report.  Brad Heavner responded by

noting that, unlike other personal data, the PIN’s use would be very limited; and

therefore, it is less likely that a thief could obtain the PIN easily.  He also mentioned that

only one in four identity theft victims know who stole their information, so it is

inaccurate to say that half of identity theft victims know the thief.  Delegate Quinter

agreed that even if friends and acquaintances commit a significant percentage of identity

theft, that doesn’t undermine the utility of security freezes.  Consumers can take steps to

safeguard PINs.        

Ms. Mack commented that we do not know the number of consumers who have

taken advantage of the security freezes in states that had enacted freeze laws.  She said

that the industry does not keep track of these numbers.  However, she was aware that, as

of September 2003, approximately 5,000 consumers in California had requested freezes.

Chris Hoofnagle, the Senior Counsel at the Electronic Privacy Information

Center, in submitted remarks, stated that security freezes would help to address the lax

practices that the credit industry uses in extending credit, which make it easy for even

unsophisticated criminals to gain access to new accounts in others' names.  Because it is

too easy for impostors to open new accounts in victims’ names, and because existing

federal protections are ineffective in preventing identity theft, legislation should
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empower consumers to limit credit report availability.  For a credit freeze to work, it has

to be easy for consumers to use.  All individuals should be able to trigger a freeze, not

just identity theft victims.  There should also be a method for the individual to quickly

thaw their report, so that individuals can take advantage of credit and employment

opportunities.  Mr. Hoofnagle added that a security freeze system also solves a

long-standing problem with authorized access to credit reports, the "impermissible pull." 

This occurs where someone with access to the consumer reporting system obtains a

report on a consumer without a credit application or existing relationship with the

consumer.   
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DISCUSSION OF SECURITY BREACH NOTIFICATION LEGISLATION

Background

The public has become aware of the numerous incidences of security breaches

over the past year as a result of California’s security breach notification law, which went

into effect on July 1, 2003.   This law requires businesses to notify the public about16

breaches of the security of their computer information systems where personal

information was, or is reasonably believed to have been, acquired by an unauthorized

person.  In response to the many security breaches during 2005, twenty-two additional

states have enacted security breach notification laws.17

 The first security breach that received widespread attention occurred in February

2005.  A security breach at ChoicePoint, a company that provides consumer information

to businesses, allowed identity thieves to access the personal financial information of at

least 145,000 consumers, including 2,750 Maryland residents.  Since then, the public has

learned of many other major data breaches.  These data breaches have affected as many

as 50 million people.   18

Information compiled by the Congressional Research Service, which is attached

to this report as Appendix C, shows that the breaches occurred in many settings,

including breaches at data brokerage businesses, financial institutions, retail companies,

educational institutions, and media companies.  The ways in which the data breaches

occurred varied, but they included computer hacking, stolen laptop computers, stolen and

lost computer data tapes, and dishonest insiders obtaining information.  As a result, the

consumers who were affected have been placed at increased risk of identity theft, fraud,

and other crimes.  

Participant Comments

Edmund Mierzwinski said that there are two real issues for security breach

legislation.  The first issue is when will businesses be required to provide notice.  He

said that businesses should always be required to provide notice when there has been a

breach.  Breach legislation should not allow businesses to decide that notice is not

required because the breach creates no material risk to consumers.  If this type of “risk

trigger” is allowed, consumers will not be protected.  Since businesses themselves will

be in charge of deciding when they have to send out notifications, breach legislation will

not provide an additional incentive to improve security of consumer data.  And in fact,

most of the states that have enacted security breach legislation have not included a risk

trigger.
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The second issue, Mr. Mierzwinski noted, is who will be exempted from the law. 

He said that banks are pushing hard to be exempted from security breach legislation,

because they are regulated by federal law.  However, under the federal Gramm-Leach-

Bliley Act, states have the right to pass privacy laws stronger than federal standards. 

States should pass stronger legislation in the area of security breach notification because

federal rules related to banks provide for a risk trigger, and consequently, are too weak to

be helpful.

Carla Witzel, the legal counsel to the Maryland Bankers Association, responded

that banks should be treated differently than other businesses because they are already

subject to strong and broad federal laws to provide notice in the event of a security

breach.  Almost every state that has passed a security breach law has accorded special

treatment to financial institutions in light of federal regulations.  Most have said that

compliance with federal law is deemed to be compliance with state law.  Ms. Witzel said

that, under federal rules, there is some judgment involved, so not every breach is subject

to notification.  This is because not all breaches create risks for consumers.  In addition,

she added, state laws that regulate financial institutions in this area subject these

institutions to layer upon layer of different requirements in the data breach area.  This is

inefficient and unnecessary because the federal regulations provide consumer

protections.

Mr. Mierzwinski responded by stating that financial institutions can comply with

both state and federal law by complying with the strictest law.  Since the current federal

standard is weak, states should set the bar for notification higher.

Evan Hendricks said that many businesses are arguing that if there is no risk

trigger in security breach laws, then businesses will be forced to send out notices even in

the case of trivial breaches.  However, there is no evidence that this is a problem. 

According to the FTC, there have been approximately 120 notices that have been sent

out under state laws.  He is unaware of even one case of a trivial notice.  Further, Mr.

Hendricks said, he does not know of anyone complaining about receiving a trivial notice. 

Mr. Hendricks added that he believes that businesses’ concerns about providing too

much information to consumers in this case is somewhat disingenuous.  The same

businesses rarely express concern about putting too much information in consumers’

mailboxes when offering credit.

Mr. Hendricks also stated that the content of the notices is an important issue. 

The notices should provide as much information for the affected consumers as possible. 

This will allow consumers to make informed judgments about what actions they need to

take.
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Darrin  Brown stated that state law has an important preventative role to play in

the security breach area.  The public would not have known about the ChoicePoint data

breach if it were not for the California law.  When someone’s personal information has

been compromised, they have a right to know about it.  A notification law would be

helpful to seniors.  Seniors tend to read and act on notifications more than the population

in general.  If they receive notice, they will be able to take steps to reduce their risk. 

Ronni Burns, the Director of Business Practices at Citigroup Citi Credit Cards,

said that there were both benefits and drawbacks to security breach notification laws. 

But in any case, the real issue is education.  Even when consumers receive notices, the

first question they ask is “now what do I do?”  Both businesses and government should

work to inform consumers on how they can avoid identity theft.
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DISCUSSION OF OTHER APPROACHES

FOR ASSISTING IDENTITY THEFT VICTIMS

Background

The primary focus of the forum was discussion of security freeze and security

breach legislation.  However, an opportunity was provided to the Participants to discuss

other approaches and proposals to address identity theft.

Participant Comments

Evan Hendricks suggested three areas that should be considered seriously.  First,

he said the issue of the protection of consumers’ social security numbers is critical.  Too

many businesses demand social security numbers in transactions in which there is no

need for them, which places consumers at risk.  He recommended the model language

developed by PIRG for the protection of social security numbers.  Second, consumers

should have access to their own information that is held by businesses.  Although under

current law, consumers have access to their credit reports, they often are unable to obtain

their information from data brokers.  Consumers should have the right to access this

information that is in the hands of data brokers.  Third, states should consider following

the example of California which has created an Office of Privacy Protection.  This would

help because there would be a single point-of-contact for consumers with concerns about

protection of privacy.

Ronni Burns stated that regardless of new legislation, the first line of defense in

the area of identity theft is the consumer.  Therefore, consumer education should be the

first priority.  Businesses can help, as many do already.  She provided the example of

Citicard, which notifies consumers when there is a pattern of credit card activity that

might indicate fraud.  She also mentioned that Citicard has an initiative that provides

comprehensive consumer education through its website that is available to anyone, and

has a facility based in Maryland that specifically helps its customers who are dealing

with identity theft.

Ms. Burns also said that greater attention should be given to the prosecution of

identity thieves.  She mentioned that Citigroup has many field investigators with

expertise in investigating identity theft.  There is an opportunity for greater cooperation

between industry and state enforcement officials in information-sharing and prosecution.
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Carla Witzel agreed that prosecution of identity thieves should be a priority. 

Consumers, businesses, and government all have a shared interest in bringing thieves to

justice.

Delegate Doyle Neimann agreed that there is a shared interest, but commented

that, for a variety of reasons, identity theft cases are very difficult to prosecute. 

Prevention should be as important, if not more so, than prosecution.  In light of this, he

said, measures such as security freezes and security breach notifications, as preventative

tools, make sense.     

Sonya Smith-Valentine recommended greater regulation of mail solicitations and

pre-approved offers.  She has clients who became victims because identity thieves

intercepted the clients’ mail, which had the clients’ account numbers and other

information.  The thieves were able to access accounts or respond to offers based on this

intercepted information.

Chantele Mack mentioned that one topic that has been considered is greater

regulation of businesses’ security standards.  She indicated that, in the case of the credit

data industry, there is strong regulation already.  And further, because of the importance

of reputation, business have a strong incentive to provide security already. 

Angela Butler stated, in written remarks, that it would be very helpful if the police

could see fraud alerts that had been placed on MVA records when they search drivers

license data.  If police had this ability, they would have apprehended her daughter’s

identity thief when the thief had been stopped on an unrelated charge and used her

daughter’s drivers license.       

Chris Hoofnagle, in submitted remarks, stated that security freezes should be

supplemented by additional protections against irresponsible credit granting.  For

instance, credit grantors should have to screen customers more carefully.  California has

enacted a law that requires an instant credit grantor to match identifiers from the

application to the credit "header" on file at the credit reporting agency.  Although the

California requirement is imperfect, it could be strengthened to require the matching of

more identifiers, which would make identity theft much more difficult to commit.  Mr.

Hoofnagle also stated that credit grantors should be liable for damages when negligent in

issuing a new account to an impostor.   
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RECOMMENDATIONS

Based on information gathered at this Forum and on other research and

investigation, and for the purpose of improving the security and privacy of the personal

information of Maryland residents, the Office of the Attorney General makes the

following recommendations.  1

! Maryland should enact a security freeze law that will provide Marylanders with

more control over access to their credit reports.  A security freeze law would

benefit consumers in general, but it would be especially helpful for identity theft

victims.  It also would be an important supplement to existing consumer rights

under state and federal law.  Fees charged for the placement or lifting of a

security freeze should be kept to a minimum so that this cost will not create a

disincentive to the use of security freezes.  In addition, both consumers and

retailers would benefit from reducing the time required to lift a security freeze.    

! Maryland should enact a security breach notification law.  Marylanders have a

right to know when their personal information has been compromised.  This law

should ensure that when unauthorized persons obtain access to consumers’

personal information, those consumers are made aware of the situation.  The

notices that are provided pursuant to this law should be sufficiently detailed to

allow consumers to assess their risk and take appropriate steps to minimize the

risk.    

! The General Assembly and the Identity Theft Task Force should give

consideration to the suggestions offered by the Forum participants that are listed

in the section of this report entitled “Discussion of Other Approaches For

Assisting Identity Theft Victims.” 
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1. Consumer Fraud and Identity Theft Complaint Data: January - December 2005 (Federal
Trade Commission, January 2006); National and State Trends in Fraud and Identity
Theft: January - December 2004 (Federal Trade Commission, 2005).  Information from
the Federal Trade Commission’s Identity Theft Data Clearinghouse is available at
www.consumer.gov/idtheft. 

2. 2005 Identity Fraud Survey Report, Javelin Strategy and Research and the Better
Business Bureau (2005) available at www.javelinstrategy.com. 

3. Listings of, and information regarding, major data breaches are available at Privacy
Rights Clearinghouse (www.privacyrights.org) and the Identity Theft Resource Center
(www.idtheftcenter.org).

4. The FTC received 4,848 complaints from Marylanders in 2005. Consumer Fraud and
Identity Theft Complaint Data: January - December 2005 (Federal Trade Commission,
January 2006);  Identity Theft Victim Complaints Trends by State, January 1-December
31, 2004 (February 1, 2005).

5. Eileen Ambrose, Huge Theft of Identity Data Could Have Victims in Maryland:
Choicepoint Sold IDs to Phony Businesses, Baltimore Sun, February 22, 2005.

6. 2005 Md. Laws Chapter 521 (H.B. 56).

7. 2005 Md. Laws Chapter 579 (H.B. 800).

8. 2005 Md. Laws Chapter 241 (H.B. 818).

9. For detailed information on the impact of identity theft on victims, see Identity Theft
Resource Center, Identity Theft: The Aftermath 2004 (September 2005), available at
www.idtheftcenter.org.  

10. Identity Theft Survey Report, Federal Trade Commission (2003), pp. 6 -7.

11. See endnote 10 above.

12. Under the Fair Credit Reporting Act (FCRA), consumers have the right to place a “fraud
alert” on their credit reports. 15 U.S.C.A. §1681c-1 (1998 and Supp. 2005).  When a
fraud alert is placed on a consumer’s credit file, creditors must take steps to verify a credit
applicant's identity before extending credit.  The FCRA also allows identity theft victims
to block the reporting of specific information in their credit reports that is the result of
identity theft. 15 U.S.C.A. §1681c-2 (1998 and Supp. 2005).  However, fraud alerts and
blocking only allow victims to respond to fraud after it occurs. 

Endnotes

http://www.consumer.gov/idtheft.
http://www.javelinstrategy.com.
http://www.privacyrights.org)
http://www.idtheftcenter.org).
http://www.idtheftcenter.org.
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13. California, Colorado, Connecticut, Illinois, Louisiana, Maine, Nevada, New Jersey, North
Carolina, Texas, Vermont, and Washington.  Information on state security freeze
legislation and laws can be found on the National Conference of State Legislatures’
website (www.ncsl.org/programs/banking/SecurityFreeze_2005.htm) and at the Public
Interest Research Group’s website (www.pirg.org/consumer/credit/statelaws.htm). 

14. New account fraud costs victims an average of $1,180 and businesses an average of
$10,200 per victim.  The same statistics for existing accounts are $160 and $2,100. 
Identity Theft Survey Report, Federal Trade Commission (2003), p. 6 - 7. 

15. Resolving problems related to new account fraud takes victims an average of 60 hours.
Resolving problems related to existing account fraud takes victims an average of 15
hours. Identity Theft Survey Report, Federal Trade Commission (2003), p. 6 - 7. 

16. Cal. Civ. Code § 1798.82 (2003). 

17. Arkansas, Connecticut, Delaware, Florida, Georgia, Illinois, Indiana, Louisiana, Maine,
Minnesota, Montana, Nevada, New Jersey, New York, North Carolina, North Dakota,
Ohio, Pennsylvania, Rhode Island, Tennessee, Texas, and Washington.  Information on
state security breach legislation and laws can be found on the National Conference of
State Legislatures’ website (www.ncsl.org/programs/lis/cip/priv/breach.htm), and at the
Public Interest Research Group’s website (www.pirg.org/consumer/credit/statelaws.htm). 

18. See endnote 3 above.

http://www.ncsl.org/programs/banking/SecurityFreeze_2005.htm)
http://www.pirg.org/consumer/credit/statelaws.htm)
http://www.ncsl.org/programs/lis/cip/priv/breach.htm)
http://www.pirg.org/consumer/credit/statelaws.htm)


Appendix A:
Forum Agenda



STATE OF MARYLAND
OFFICE OF THE ATTORNEY GENERAL     
J. Joseph Curran, Jr.

IDENTITY THEFT FORUM 
November 21, 2005

200 St. Paul Place

22  Floor Conference Centernd

Baltimore, Maryland

10:00 a.m. Welcome and Opening Remarks of Attorney General J. Joseph

Curran

10:10 a.m. Impact of Identity Theft on Victims

- Identity Theft Victims’ Statements

- Discussion of Challenges Faced by Identity Theft Victims

10:40 a.m. Roundtable Discussion of Security Freeze Legislation

11:10 a.m. Roundtable Discussion of Security Breach Notification 

Legislation

11:35 a.m. Roundtable Discussion of Other Approaches for Assisting

Identity Theft Victims

Noon Closing Remarks



Appendix B:
FTC Identity Theft Complaint Data –

National and Maryland



INCREASES IN IDENTITY THEFT COMPLAINTS TO THE FTC



Appendix C:
Data Security Breaches (2000 - 2005),

excerpted from “Personal Data Security Breaches:
Context and Incident Summaries,” Congressional

Research Service, December 16, 2005.
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